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Foundational Subscriber Protection

Safeguard subscribers with foundational cyber defense powered
by NAGRA Scout threat intelligence.

In an increasingly connected world, subscribers expect protection
that is effective, easy to use and always available. NAGRA Scout
Shield helps operators rapidly deploy a trusted digital protection
service that safeguards subscribers against phishing, malware, scams
and unsafe browsing. Powered by NAGRA Scout threat intelligence and
supported by Al-assisted experiences, NAGRA Scout Shield helps build
trust, strengthen loyalty and create value beyond connectivity.

NAGRA Scout Synthesis helps operators understand service adoption,
improve engagement and identify opportunities to grow customer
value.

Additionally, NAGRA Scout supports operators in fulfilling the
requirements of Regulation (EU) 2024/2847 Cyber Resilience Act
(CRA), aligning your operations with EU standards.

Solution Benefits

Essential Protection: Deliver foundational protection against phishing,
malware, scams and unsafe browsing while helping subscribers navigate digital
life with confidence.

Proactive Defense: Provide always-on protection powered by NAGRA Scout
threat intelligence to help reduce exposure to phishing, malware, scams and
emerging digital threats.

Empower Subscribers: Give subscribers an intuitive, Al-assisted app
experience that makes digital protection easier to understand and manage.

Effortless Integration: Deploy subscriber protection rapidly through public
cloud infrastructure without adding complexity for operators or subscribers.

On-the-Go Protection: Extend digital protection beyond the home to help
protect subscribers across everyday online activities and public networks.
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Protect Against
Everyday Digital Threats.

Identify

Device Categorization: Recognize and
categorize connected devices to improve
visibility, support policy management and
create safer digital experiences.

Protect

Safe Browsing & Scam Protection: Block
phishing, malware, scams and harmful
websites to support safer everyday
browsing.

Personal Data Exposure Monitoring: Alert
subscribers when personal information may
have been exposed online and support
action to help protect accounts, identity
and privacy.

Filter

Content Filtering: Apply customizable
category-based filtering to help block
inappropriate or harmful content.

Internet Access Control: Pause or schedule
internet access to help families manage
online activity and screen time.

Troubleshoot

Service Optimization: Help diagnose and
improve the performance of popular digital
services while reducing support friction.
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How It Works

NAGRA Scout Shield combines threat
intelligence, subscriber protection and
Al-assisted experiences in a simple,
scalable service that operators can
deploy quickly. NAGRA Scout Shield
helps protect against phishing,
malware, scams and unsafe browsing
while giving subscribers greater
confidence across their digital lives.

Operators benefit from rapid
deployment, reduced support
pressure and service insights that
help improve engagement and
identify opportunities for growth.

Personal Data Exposure Monitoring
Help subscribers stay informed when
personal information may have been
exposed online, with alerts and
guidance designed to support
account, identity and privacy
protection.

Protection
Capabilities

Protect against phishing, malware, scams
and unsafe browsing.

Categorize connected devices.

Support parental controls and content filtering.

Enable internet access controls and
family management.
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Monitor personal data exposure and privacy risks.

Defense
Pro

Defense

Build with NAGRA Scout intelligence

Create Value
Beyond Connectivity

Launch a subscriber protection service quickly
and efficiently.

Differentiate broadband services with visible
digital protection.

Increase subscriber trust and long-term loyalty.

Reduce support pressure through Al-assisted
app experience.

Create value beyond connectivity.
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wl S|O N NAGRAVISION, the media and entertainment technology division of the Kudelski
Group (SIX:KUD.S), empowers its customers to successfully and securely navigate market

KUDELS K I GROUP disruption while protecting revenues, enabling business, and optimizing for growth.
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